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FOREWORD

COPYRIGHT

Physical description 81128

This user guide is preliminary and will be updated during February and March 2009. It should be
used for preview only as it is not contractual.

MCDI thanks you for your purchase of Decrypta 6. Let us know about your D6 experience and we
would like to receive your comments and suggestions to help us improve our products.

Designed by MCDI Security Products Inc. of Montreal Canada, DECRYPTA 6 is the logical
successor to Decrypta 1,2 and 3. D6 takes its name from the 6 phone lines.

D6 was designed with several monitoring stations in mind. It will be at ease in smaller stations
seeking technological advantage or in larger operations in need of a high volume receiver. D6
advanced design is made to please several users.

Although the present user guide is made as a complete reference, D6 is designed for easy
installation and intuitive use. Installation by a factory technician is not needed.

D6 is designed around the powerful embedded Extrium embedded CPU. This CPU is a single board
computer using ARM 9 technology, without any mechanical parts in a highly integrated design
able to support the many peripherals needed by D6 and the Extrium family. Efficiency, speed and
new features are the keywords that guided MCDI development team.

One of the most important features brought by D6 is reporting over IP. D6 is designed to report
to several destinations and to 5 remote destinations over IP. The same, D6 can be configured
remotely over IP.

DECRYPTA 6 main application is protected by copyright registered in Canada with effect in more
than 170 countries. It should not be copied or modified without the express written consent of
MCDI Security Products Inc. MCDI does not warrant any use of a D5 or D6 receivers using
modified of tampered application nor will it be supported.

To reach MCDI in English or French dial +514-481-1067 during MCDI business hours — 7 to
19AM EST/EDT
Or by email d6@mcdi.com

To reach MCDI in Spanish dial +514-487-0441 during MCDI business hours — 7 to 18AM EST/EDT
Or by email soporte@mcdi.com
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IN THE BOX

Document conventions

Physical description 91128

D6 carton box is engineered to protect D6 and minimize damages during airfreight shipping. You
should keep this box in order to protect D6 if shipping back to MCDI is needed. This box
volumetric weight was studied to be a perfect balance between need to cushion and need to
lower the shipping costs.

D6 is shipped with all necessary wires.

Included in the box are:

.1 Ethernet cable —crossover for direct connection to PC;

.1 Ethernet cable — straight;

.1 custom serial cable (RJ45 to DBY);

.1 printer cable with adaptor (USB to DB25);

.1 power supply auto ranging 96-240V 50Hz-60Hz 11Vdc 25W;

.1 battery connector (Molex minifit Jr to leads);

.2 SD card 2GB (one installed + one spare);

.1 lithium-ion battery (internal — not connected at shipping);

.1 CD (configuration tool, User guide);

.2 sets rack mount screws (with and without nylon washers);

.6 RU11 to RJ11 phone line cables.

.1 USB cable type A to type B.

4 bumpons rubber feet (installed)

.1 green ground wire. MUST BE INSTALLED. Refer to section 1.7.6
A double checklist controls packing. Contact MCDI right away if you are missing a component.

The present document is preliminary and is not contractual.
In case of doubt, contact MCDI support at +514-481-1067 or support@mcdi.com

Along this user guide, several warnings are stated. They are often labeled with the warning

icon: £ . Use precaution when you see this icon. Not following warnings may damage your
D5/D6 sometimes beyond repair.

The present document covers DECRYPTA 5 AND DECRYPTA 6 except for all references to audio
and 2-way voice to IP which are solely for Dé.

D5 and D6 are short for Decrypta 5 and Decrypta 6. Cables, accessories and physical aspects of
D5/D6 may vary along with production changes or supplier of some parts like cables. Their
purpose should not be affected.

MCDI ADVISES TO READ THE WHOLE DOCUMENT PRIOR TO INSTALLATION.
INFORMATION IS SOMETIMES SPREAD ACROSS SEVERAL TOPICS.
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2. Configuration: Déconfigurator tool

2.1 Front display vs. PCtool

2.2 Minimum requirements

2.3 Instaliing .net framework

2.4 Using router/firewall/VPN

2.5 Over IP with Déconfigurator

2.7 Bandwidth allocation

2.8 Starting Déconfigurator

2.9 Main configuration menu
2.10.1 D6 name
2.10.2 IP Address
2.10.3 Netmask
2.10.4 Gateway
2.10.5 DHCP
2.10.6 Idle display
2.10.7 Date and time
2.10.8 Port selection
2.10.9 Destinations

2.11 Line cards tab
2.11.1 Receiver number
2.11.2 Line number
2.11.3 Format selection
2.11.4 Handshake order
2.11.5 Options

2.12 Port Setup tab
2.12.1 Serial port
2.12.3 Port Setup tab

2.13 Maintenance tab
2.13.1 Update firmware
2.13.2 Update line card

2.15 Logs tab

The present chapter refersto D6configurator.exe v.0.9.8.7 and v.0.9.8.8

Front display vs PCtool You can configure D6 from front LCD display or via an application called Déconfigurator.exe. This
application is installed in a PC. Connection is established directly from a connected PC, over LAN
or the Internet. Some features are only available in Déconfigurator. Language selection will be
added to Déconfigurator v 0.9.8.8.

To know more about configuration over LCD display, please refer to section 3. Parameters. All
direct control options are listed as well as an explanation of each parameter.

Features: logs retrieving, logs deletion, updates of line cards, update of CPU card are only
available using the Déconfigurator tool from a connected PC.
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Minimum requirements

Installing .net framework

Using router/firewall/VPN

Configuration over IP 28128

The present section only reviews configuration over IP using Déconfigurator although all
features and functions are similar when configured from front display.

Minimum requirements for Dé6configurator are similar to OS minimum requirements using
Windows XP or VISTA.

Microsoft .net framework 2.0 installed (Framework 3.0 and 3.5 are backward compatible with
2.0)

1024x768 display.

Routers with VPN and Firewall security pre-established.

Internet communication, ports 22, 62340, 62341 and 62343 enabled.

Before installing Déconfigurator, insure .net framework 2.0 is installed on PC. This Microsoft
framework is pre-installed in most VISTA OS and XP. In the event .net framework 2.0 is not
installed, it should be. Installer is available from D6 CD or if you pre-installed SECURITHOR from
MCDI. D6configurator will not install nor work correctly without .net framework 2.0 or later.

If you are not sure Microsoft .net 2.0 framework is installed, you may execute MCDI packaged
.net installer available from the CD.

Insert CD and navigate to:

CD>net_framework_2>dotnetfx35.exe

.net framework 2.0 is necessary to install and run the Déconfigurator.
Framework 3.0 and 3.5 are backward compatible with .net 2.0

When .net framework installation is completed, copy Déconfigurator to your disk and run it.
MCDI access to D6 is made over port 22. D6 router must be configured to allow access to port
22 or you should make necessary port filtering or redirection.

Communication between Déconfigurator and D6 uses SSL encryption. However if using
Déconfigurator.exe over the Internet, security precautions should be taken such as using VPN
and Firewall.

If planning to use Dé6configurator remotely over Internet, back-up plan should be established in
the event communication cannot be established between D6 and Déconfigurator.
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Over IP with Déconfigurator
(PC tool)

Bandwidth allocation

Configuration over IP 29128

Prerequisite to establish communication is knowledge of D6 IP address. If you don’t know the IP
address of your D6, contact your ISP for more information.

When D6 is located behind a router, it is necessary to know the IP address of said router and to
establish communication over port 22 directly to D6. Further more, communication between
Déconfigurator and D6 requires ports 62341 and 62343 to be open and available.

A good quality router should be used with D6. Several low cost units are available and will
handle connection to the Internet as well as security. MCDI recommends using router such as
Cisco - Linksys RV042 with dual Internet ports to provide redundant connection to the Internet
as well as VPN and Firewall options.

If using D6 over Internet (WAN), you should build your installation with redundancy in mind. D6
will not be able to communicate with your Central station if Internet connection is cut, not
stable or cannot be resurrected. MCDI strongly recommends using 2 dedicated Internet
connections from 2 separate physical means of 2 distinct providers.

If not using D6 over the LAN, a router is not needed. However, you will need to establish
network connection or connection from PC to D6 - using Ethernet cross over cable - to use
Déconfiguration.exe application.

In order to configure D5/D6 remotely over IP, D6configurator must be used along with a valid
and secure Internet connection.

Configuration over IP is established using SSL encryption. Even if D6 uses SSL, MCDI strongly
advises to establish a VPN tunnel between your PC and D6 router using VPN tunneling.

To configure D5 or D6 in languages other than English, D6configurator application is needed.

In order to lower possible timeout, D6 should be allowed the following bandwidth allocation.
Specifications are minimal NOT averaged:

Events reporting: 2KB/s upload latency time under 2s

Configuration: 10KB/s download upload 10KB/s

2-way voice to IP: to be confirmed

SD memory card transfer: minimal rate of 50KB/s should be considered. Higher rate of transfer
will allow faster transmission.
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Starting D6configurator

Configuration over IP 30128

If you are configuring a D6 over the Internet, you may want to establish Firewall protection.

If you are configuring a D6 over the Internet, you may want to establish a VPN tunnel before
trying configuration.

First locate D6configurator.exe and start the application.
Déconfigurator will present a first simple menu: IP address. It is required to identify and locate

your D6. Using Port 62341 is mandatory except if you have port redirection correctly defined in
your router. Connection could take up to a minute.

D6 Configuration Tool v.0.9.8.1 E] [
DEIPv4 | 192.168. 1 .217| Port | 62341
NOTES:

If using D6 over LAN, this information is available from D6 configuration menu. Navigate to:
Configuration button>EXTRIUM>IP Configuration>IP Address

When using D6 over WAN, the IP address will be the address of your location/router. The router
should redirect ports 22, 62341 and 62343 to D6.

If you don’t know the IP address of your D6, ask you system administrator. IP address of your
D6 will be internal and different from the address of your DSL/cable or other device enabling
connection to the internet. Redirection to port 22 is mandatory to access D6 as communication
with D6 is established using SSL encryption over 22.

Once IP address is entered press and port 62341 is selected, click ‘Enter’. D6configuration will
present a complete menu with tabs to navigate from.
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DHCP

Parameters 44128

3. Parameters
3.1 Unit name
3.2 DHCP
3.3 IP address
3.4 Netmask
3.5 Gateway
3.6 Idle display
3.7 Time and date
3.8 Setting up destinations
3.8.1 Port selection
3.8.2 Selecting main/backup/alternate
3.8.3 Main IP destination
3.8.4 IP Back-up destinations 1-4
3.8.5 Serial port destination
3.8.6 USB destination
3.8 Output format
3.10 Restore default
3.11 Error events

The present section intends to give a better understanding of features and
parameters found in D6. Information might recoup some already stated in
sections 1.Description and 2.Configuration. Also see section 6.General information
for better understanding of some concepts.

This feature is available under both configuration modes.

A fifteen digits name can be applied to D6 configuration. This makes identification of unit easy if
using several D6 under the same node.

From front display navigate to:
Configuration button>EXTRIUM> Identification>Extrium Name

Select characters from the lower ASCII table

Chang‘e name using alpha numerical designation without special characters such as *” ><:;
="CA "eé

This feature is available under both configuration modes.

Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked devices (clients)
to obtain the information necessary for operation in an Internet Protocol network. This protocol
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IP Back-up Destinations |1-4

Serial port destination

A

Parameters 49128

To avoid conflicts, MCDI suggests using port number 03030. Select predefined in STreceiver and
TCPtoCOM.exe. This port number can be changed but insure it is changed in STreceiver or
TCPtCOM.exe as well.

Password=Default is blank. MCDI suggests using a safe password (>6 digits). The same
password number should be used in ST receiver and TCPtoCOM.exe.

Before selecting a power number verify availability. Beware that some port numbers are known
to be used for dedicated tasks or by applications. Consult list of

well known TCP and UDP port numbers:

http://en.wikipedia.org/wiki/List_of TCP_and_UDP_port_numbers

To insure stability and uptime, it is preferable to use a static IP address to a DNS based
address. The later possibility is not yet implemented in D6. Feasibility remains to be assessed
by MCDL.

The same logic applies to Main IP destination and Back-up IP destinations. Refer to previous
section for the specifics of IP destination parameters. Despite the name Back-up IP
destination, they can be used as Alternate destination. Be sure to configure each destination
with a different port number. Password can be common to all destinations although it is deemed
safer to use different passwords.

WARNING: using Backup or Alternate destinations may contribute to downsize D6 uptime. In
case of a communication failure with Backup or alternate destinations, D6 buffer will fill up
rapidly. When internal buffer is filled by 4000 events (including reports of communication
breakdown), D6 pauses phone lines reception. D6 will only resume communication when buffer
is emptied below 2500 events. Review discussion on main, alternate and back-up destinations
at section 6.3 Status Change: loss of communication.

Whenever possible, serial port should be used as main destination due to the
reliability of serial communication. Loss of communication is rare in serial
communication. Serial ports are not exposed to the Internet and therefore not a
security riskas IP port.

To configure serial port, navigate to:
Configuration button>0Output >Settings >SERIAL
Set parameters:
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Communication over USB

Parameters 50| 128

Output type: Main/Alternate/Backup -(Main preferred)

Output format: MLR2

Send heartbeat: enabled/disabled (heartbeat sent each 30 seconds)
Wait for ACK: enabled/disabled (time out 1 minute)

Baud rate: 600/1200/2400/4800/9600/115200.

Baud rate should match baud rate set in Monitoring software.

In MCDI’s experience with several receivers, serial communication should be
preferred over USB. USB port should be NOT be considered as the ‘main
destination’ except if all other options are unavailable.

D6 is not powered by USB port, however for USB port to work correctly, minimal USB status
power (<100mA) should be available for port sensing.

At D6 connection, Windows will identify new USB hardware and prompt you to locate drivers if
not found. Drivers are supplied on CD. To install, insert D6 CD in CD reader or copy folder USB
Drivers to your PC. Two files are included:

ushser.sys driver

gserial.inf windows resource.

USB communication cannot be established between PC and D6 if using DOS or Windows 95.

To configure USB output of D6, enable USB port and navigate to:
Configuration button>Output >Settings >USB

Set parameters:

Qutput type= Alternate/Backup/Main

Output format= MLR2

Send heartheat =enable/disabled

Wait for ack= enable/disabled
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Output format

Parameters 51128

By default D6 uses format emulation close to Sur-Gard basic format. This format bears close
resemblance to Radionics 6500. In setting up your Automation software, Sur-Gard MLR2 format
should be selected for D6.

Following options are available

Normal: without date and time

Date and time: Date and time added after alarm string and before <DC4>

format: HH:mm:SS-DD/MM

Date and yet: Date and year added after alarm string and before <DC4> Seconds are removed
format: HH:mm:-DD/MM/YY.

This option is necessary for Alarmsoft’s Centralworks.

Typical reporting format -4x2-+-caller ID on second event:
1011 1234 52<DC4>
4011 12340005144819<DC4>

Typical reporting format —SIA- caller ID on second event:
S011[#1236|NBA002]<DC4>
4011 12360005144819<DC4>

Typical reporting format —Contact ID- caller ID on second event:
5011 181235E1320100208:17:20-08/01<DC4>

4011 1235000514481908:17:20-08/01<DC4>

IRLL__NNAAAACCCPPZZZ_____ HH:mm:SS-DD/MM/YYYY<DC4 >
Caller ID:
4RLL__AAAAQQQQQQQQQQHH:mm:SS-DD/MM/YYYY<DC4 >

Where

Tidentifier, 1 general S-SIA 5=Contact ID 4=Caller ID
R receiver number

L line number

A account number
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Z zone number
Calarm code

P partition number

Z zone number

NN Contact ID identifier 18
H hour

m minute

S second

D day

M month

Y year

Q Caller ID (10 digits)

<DCA> Device Control 4 — Hexadecimal ASCII 14
Signifies end of string

Communication with Using SECURITHOR

Automation software over IP See section 10.1 Connecting to automation software for more details.
IP output uses a MCDI proprietary format to encapsulate Sur-Gard format. An event number and
checksum is added to the string of characters.

This format is integrated in SECURITHOR (using STreceiver communication component).
In STreceiver — SECURITHOR communication component- select D6/Extrium preset.

Using SAMM/WinSAMM or third party Central station software

SAMM/WinSAMM See section 10.2 Connecting to SAMM/WinSAMM for more details.

Third part software
Using software other than SECURITHOR, install TCPtoCOM.exe provided on D6 CD. This

component is derived from STreceiver and allows communication between D6 and Central
station software by using a virtual serial port.

SAMM

SAMM working strictly under dos cannot communicate with D6 over IP or USB. SAMM 8 cannot
communication with TCPtoCOM.exe. Serial communication must be used. Knowing your serial
port, configure SAMM same as Sur-Gard MLR2.
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Restore default

Parameters 53]128

WinSAMM
Serial connection: knowing your serial port, select it and configure D6 as a Sur-Gard MLR2
receiver.

N.B. SAMM10 must be used with current Windows OS to establish IP communication. This is not
tested and SAMM 8 or 10 are not supported anymore by MCDI.

IP communication: using TCPtoCOM.exe application, establish a virtual serial port. In
WSreceiver, identify this serial port and choose Sur-Gard MLR2 emulation.

Third party software
See section 10.3 Connecting to third party automation software for more details.

Consult with your software vendor or read your user guide to learn how to open a serial port for
TCPtoCOM feed.

This option will restore all parameters to the factory default. This will de facto
erase your destinations selection and IP address. Use this feature with care or
with MCDI Support help.

Factory defaults are:

P
<DHCPval="no"/>
<IPAddress val="192.168.001.215"/ >
<IPMask val="255.255.255.000"/>
<IPGateway val="192.168.001.001"/>
<Name val="Extrium"/>

Error Message
<SendToOutputs val="no"/>

Entries
N.B. Same parameters are used for Line cards 1, 2 and 3. Settings are per line card
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<config line card 1>

<receiverNum val="1"/>

<lineINum val="1"/>

<line2Num val="2"/>

<sendCidPc val="yes"/> <!I-- fixed in catapult mode -->
<sendCidPrinter val="no"/ > <!-- fixed in catapult mode -->
<sendCidAll val="yes"/> <!-- fixed in catapult mode -->
<enhanced val="yes"/>

<outputFormat val="SURGARD"/ > <!-- fixed in catapult mode -->
<sendDateTime val="yes"/><!-- fixed in catapult mode -->
<sendYear val="no"/> <l-- fixed in catapult mode -->
<sendHeartbeat val="yes"/> <!-- fixed in catapult mode -->
<activeBuzzer val="no"/> <!-- fixed in catapult mode -->
<handshakeDelay val="no"/>

<sescoa val="no"/>

<threeByTwo val="yes"/>

<clearZero val="no"/ > <!-- fixed in catapult mode -->
<compressExtended val="yes"/>
<listenInCode val="_"/>

<matchCidHs val="yes"/>
<numRings val="1"/>
<ackDelay val="9"/> <!-- fixed in catapult mode -->
<codes4x1> <!—values in HEX -->
48 49 50 51 52 53 54 55

56 57 65 66 67 68 69 70
<codesd4x2> <!—values in HEX -->
48 49 50 51 52 53 54 55
56 57 65 66 67 68 69 70
</codes4x3> <!—values in HEX -->
48 49 50 51 52 53 54 55
56 57 65 66 67 68 69 70
<handshakes>1400 SIA CONTACTID 2300 STRATEL NONE NONE
Pulses ="yes"
Dtmf ="yes"/>
Sia ="yes"/>
Visk="no"/>
Bfsk ="no"/>
Cfsk ="no"/>
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catapultMode ="yes"/>

<VoIP>
N.B. The VoIP feature is currently deactivated and under development. (2009.09.12)
<Channel name="exp-int:0" type="incoming" >
<enabled val="yes"/>
<ipAddress val="127.0.0.1"/>
<ipPort val="5050"/>
<userName val="pasha"/>
<device val="/dev/dsp0"/>
</Channel>
<Channel name="exp-int:1" type="incoming" >

<Destinations >
<Output port="serl" val="Main"/>
<Output port="usbh" val="Alternate"/>
<Output port="tcp" val="Alternate"/>
<IP>
<Output port="tcp-subl" val="Alternate"/>
<Output port="tcp-sub2" val="Alternate"/>
<Output port="tcp-sub3" val="Backup"/>
<Output port="tcp-sub4" val="Backup"/>

</Destination>--> <Ports>

<SerialPort name="serl" val="no">
<sendHb val="yes"/>
<waitAck val="yes"/>
<format val="MLR2"/>
<baud val="9600"/>

<UsbPort name="usb" val="no">
<sendHb val="no"/>
<waitAck val="yes"/>
<format val="MLR2"/>

<TcpPort name="tcp" val="no" >
<sendHb val="yes"/>
<waitAck val="yes"/>
<format val="MLR2"/>
<ipAddress val="192.168.001.001"/ >
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<ipAddress val="localhost"/> -->
<ipPort val="03030"/>
<password val=""/>
</TcpPort>

<TcpPort name="tcp-subl" val="no">

<sendHb val="yes"/>

<waitAck val="yes"/>

<format val="MLR2"/>

<ipAddress val="192.168.254.254"/ >
<ipAddress val="localhost"/> -->
<ipPort val="03031"/>

<password val=""/>

<TcpPort name="tcp-sub2" val="no" >

<sendHb val="yes"/>

<waitAck val="yes"/>

<format val="MLR2"/>

<ipAddress val="192.168.254.254"/ >
<!--<ipAddress val="localhost"/ > -->
<ipPort val="03032"/>

<password val=""/>

<TcpPort name="tcp-sub3" val="no">

<sendHb val="yes"/>

<waitAck val="yes"/>

<format val="MLR2"/>

<ipAddress val="192.168.254.254"/ >
<ipAddress val="localhost"/> -->
<ipPort val="03033"/>

<password val=""/>

</TcpPort>

<TcpPort name="tcp-sub4" val="no">

<sendHb val="yes"/>

<waitAck val="yes"/>

<format val="MLR2"/>

<ipAddress val="192.168.254.254"/ >
<ipAddress val="localhost"/> -->
<ipPort val="03034"/>

<password val=""/>

</TcpPort>

DECRYPTA 6 V0.9 User guide 2009.02.12



Error events

Parameters 57128

<PrinterPort name="printer" val="no" >
<device val="/dev/Ip0"/ >

D6 will generate and report errors upon certain conditions. D6 will send a 4+2 error event to all
outputs if this option is enabled. See section 6.3 Status Change: loss of communication before
enabling this feature.

All error messages are sent to account 0000. Error messages should be defined in account 0000
of Automation software. Alarm code is in HEX

Following codes are sent to Automation software account 0000

Code Description

60 Main IP down

61 IP 1 down

62 IP 2 down

63 IP 3 down

64 IP 4 down

65 Main IP UP

66 IP1UP

67 IP2 UP

68 IP3 UP

69 P4 UP

6A USB port down

6B USB port UP

6C Serial link DOWN

6D Serial link UP

6E Internal battery charge lower than 50%
6F Internal battery charge lower than 25%
70 Main power absent

71 External battery absent
72 Line card 1 dead

73 Line card 2 dead

74 Line card 3 dead

75 Line card 1 OK

76 Line card 2 OK
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77 Line card 3 OK

78 Line 1 dead

79 Line 1 0K

7A Line 2 dead

7B Line 2 0K

7C Line 3 dead

7D Line 3 0K

7E Line 4 dead

7F Line 4 OK

80 Line 5 dead

81 Line 5 0K

82 Line 6 dead

83 Line 6 OK

84 SD memory absent

85 SD memory OK

86 SD memory 90% filled

87 SD memory space available
88 Extrium CPU reboot

89 Internal temperature superior to 40° Celsius
8A Internal temperature superior to 60° Celsius
8B Internal temperature OK
8C Printer error
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Exprecium 3 catapult mode

Line cards 60| 128

4. Line cards
4.1 Exprecium 3, catapult mode
4.2 Assigning line number
4.3 Format selection
4.4 Handshake order
4.5 Physical Installation
4.6 Caller ID
4.7 2-way voice/listen-in
4.8 Added protection for lightning/power surges
4.9 Reset
4.10 RoHS compliance
4.11 Firmware version and update

D6 contains 3 line cards derived from Exprecium 3 generation. They are factory programmed in a
special mode called Catapult. Although physically similar to an Exprecium board, those line
cards will not work in a pc PCI slot and factory Exprecium will not work in D6 without physical
modification or reprogramming. Among differences between D6 line cards and E3status mode is
added, no printer port installed on the line card, event buffer limited to incoming event and
programming commands are different. Checksum and event number is added for D6 internal
processing.

The present section is an overview of D6 line cards. Refer to the configuration sections
(Configuration from display and Configuration using pc tool) for a detailed view of options and
features.

Among differences between a D6 line cards and standard Exprecium 3 are the absence of a
printer port, absence of a PCI bridge and dedicated programming. This programming called the
Catapult mode is used only in MCDI’s D6 and Extrium family.

Under Catapult mode, more information is tendered to the CPU. Operational status of each line
card is transmitted to the CPU upon each call or state change. CPU knows at all time if a call is
in progress, completed or if a line is dead.

Catapult mode also manages internal buffer of the line card. In D6, the CPU handles the event
buffer. Each line card is blocked to a single event per line to lower the risk of event loss in case
of communication breakdown between CPU and line card.

Under Catapult mode, if a communication breakdown occurs between CPU and line card, the
operation is halted so events cannot pile in line card buffer.
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communication

serial port status: disconnected, alive, unknown

TCP main status: disconnected, failed, alive, unknown

General information 72128

Internet providers and Telephone companies very often rent rack space in facilities with
adequate protection, electricity, air conditioning and Internet access. Specific Internet access
arrangements are very often discussed with such providers.

D6 limits the amount of incoming signals stored in buffer to 4000. D6 will stop line cards until
the internal buffer is not lowered to 2500. This limitation is not based on memory capacity but is
a programming choice made to insure alarm events do not pile up in a remote D6 waiting for
communication to be re-established.

D6 is programmed with mechanisms to check communication with each device connected to
ports or responding devices at remote Destinations. D6 communication relies on exchange of
acknowledge and heartbeat the same as a conventional alarm receiver. If acknowledge (Dec 06)
is not received, D6 will consider communication with destination is lost.

Upon specific conditions, when devices starts to send acknowledge, communication between
device/destination and D6 will be restored.

D6 will report loss of communication with a destination to other ports. In order to be notified, at
least two destinations using different ports should be configured. Reporting to two separate
devices i.e. not sending serial and IP feeds to the same PC should be considered. USB port
should not be considered as a main destination.

‘Send error events to Outputs’ not activated

Only front display status icons will change. Icons will change for Serial port and IP main. Note
that there is no status display for IP 1-5 if not set to main. Note that there is not status display
for USB port.

Refer to section 1.10 LCD display: icons and status bar for complete list of icons.
‘Send error events to Outputs’ activated
An error message specific to each port will be viewed on display and sent to all other ports.

Refer to section 3.11 Error Events or Addendum: error codes for complete list of error events
and format.

DECRYPTA 6 V0.9 User guide 2009.02.12









General information 75128

To insert or remove SD memory card, gently push on card until you sense spring action. Release
pressure.

Inserted position Ready to remove

Card will lock in place (inserting) or stick out (removing). When removing, gently grab by edge
insuring not to touch gold connectors. Store SD memory card in supplied plastic container. It is
possible to read SD memory card from another device but do not try to format SD memory card
in device other than D5 or Dé6.

D5 and D6 are shipped with 2 x 2GB SD cards. Both cards are tested and one is installed in
D5/D6 when shipped from MCDI plant. A few events may remain on card from testing.

2GB standard SD card used by MCDI contains in excess of 12,000,000 data lines. One data line

is defined as one D6 event entry. Each SD card is expected to last for at least one year before it
fills up.
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Lithium-ion battery
Use and replacement
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Retrieving of logs is achieved by the configuration application (from connected PC). Logs can be
retrieved and deleted from the SD cards. Archive logs on a safe archival media for future
references.

D6 will send error message warning through the flow of events if SD card absence is detected.
This error message is formatted as 4x2 alarm code. Refer to section 3.11 Error events for more
details. Automation software should be configured to receive this Error event.

D6 will send error message warning when SD card is filled to 90%. This error message is
formatted as 4x2 alarm code. Changing SD memory card should be planned at this point.

D6 will send error message warning when SD card is filled to 100%. This error message is
formatted as 4x2 alarm code. Refer to section 3.11 Error events for more details. Automation
software should be configured to receive this Error event.

WARNING: removing SD card will reduce number of events in buffer. Removing SD card when
data is being written will result in data corruption and may render SD card useless. Changing SD
card will require a complete reboot of D5/D6.

WARNING: Do not replace SD card with a model not approved by MCDI. There are several SD
cards standards and not all are compatible with D6 reader and programming. Do no use SD HC
cards.

MCDI ships D5 and D6 with a battery pack of 2 x 18650 lithium-ion cells. This battery pack
nominally supplies 2200mAH 7.4V DC when leaving MCDI plant. Battery pack is not connected
when shipped. It should be connected when installation of D6 is made. MCDI battery pack is
tested and charged. It can contain some residual charge well after shipment date. Failure to
connect Li-ion battery will produce erratic voltage reading and erratic status display of all
batteries.

Replacing this battery pack should be made with care with a battery pack approved by MCDI.

Lithium-ion internal battery pack is not intended as a primary power source. It is the third
power source and designed to be used as a temporary back up.

The D5/D6 battery charger will not work correctly with other type of battery chemistry.
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WARNING: IT IS DANGEROUS TO USE A TYPE OF BATTERY NOT SUITED FOR D6 CHARGER.
CONSULT MCDI PRIOR TO CHANGING BATTERY. Connecting a battery not designed for use with
D5 or D6 could result in severe damages not limited to EXPLOSION AND FIRE. Always check
first with MCDI support staff prior to connecting a new battery pack.

Battery pack should never be charged when room temperature or internal temperature of D5/D6
reaches 40° Celsius or more. Battery pack should not be allowed to empty completely.

If you need to dispose of lithium-ion battery, please check with local authorities for a proper
disposal method and site. Alternatively, return battery pack to MCDI following WEEE directive.

To insure a better uptime, Decrypta 6 is equipped with a secondary power input made for a 12V
DC battery. At peak D6 can draw 650mAH. To calculate the number of hours of autonomy, divide
battery Amperes by 0,650. Results will express D6 number of hours of autonomy given battery
is at peak condition and fully charged. 24 hours autonomy requires at least a 16A battery.
Numbers are stated for a fully charged new battery. Results may vary with an older battery.

WARNING: Never use a battery of more than 12Vdc. Serious damages to D5/D6 may result.
Insure your 12V battery doesn’t deliver more than 13.8V DC to D6. Serious damages to D6 may
result.

WARNING: Insure polarity is not inverted. Serious damages to D5/D6 may result

Some best practices should be respected to maximize uptime of D6:

-Giving an acceptable load.

Although D6 can function at 100% capacity at all time, operating in such fashion statistically
raises the possibility of failure. Establishing a conservative load will reduce the risk of failure or
more pragmatically, the impact in case of failure. Not enabling functions or ports if you do not
use them will also raise the uptime.

-Security issues when connected to the Internet

When D6 is given Internet access, it should be kept behind an updated and maintained firewall.
Although D6 is not a windows machine, it should never be connected to the Internet without
protection.
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-Well tested installation
Insuring all connectors, conduits and electrical connections are optimal will insure a better
uptime.

-Dual power input
Having two power sources will warrant a better uptime. All the processing chain should receive
the same treatment.

-Verifying Internet access regularly

Internet instability or breakdown is the foremost source of downtime for D6. Although D6 will
continue to work to some extent, lack of Internet connection will impede D6 work if you are
feeding signals over the Internet.

-Protecting against lightning and power surges

Damages due to power surges and lightning are the single most important source of repair for
line cards. A good protection will make the difference. Some MCDI customers have used TLR line
cards for 15 years while others may experience rapid failure due to lightning and poor grounding.

D6 line cards are constantly in use and polling phone lines at short intervals to warn against a
dead phone line. This makes D6 sensitive to lightning and power surges coming from phone
lines. Providing a good connection to earth ground and insulating phone lines with power surge
protectors will help reduces occurrence of damages to D6 line cards.

-Restrict D6 access to key staff.

A high source of support calls is parameters changed by operators without the knowledge of the
local technical staff. Given the somehow complex nature of settings due to the number or
available parameters and the fact correct set-up is assumed, it is rather time consuming to
troubleshoot such problems. Allowing only key and knowledge staff to change parameters of D6
will insure better uptime.

-Verify time and date at the beginning of each shift

D6 time drift is less than 1 second per 24 hours however it is a good practice to verify all time
synchronization of receivers, automation software, PC, logging apparatus and all other
necessary device at the beginning of each operator shift.

-Keep a back up unit or stand-by parts.

Although D6 is designed for the best uptime, the possibility of failure still exists. Given shipping
time and turnaround, it is advisable to keep a local backup or replacement parts to insure the
continuity of your operation. If not keeping a local back-up unit or component, inquire to your
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local MCDI dealer about their replacement part stock, loan of equipment and replacement
options. You can also inquire to MCDI about replacement parts for your D6 such as CPU, line
card and power supply. Each are sold separately and costs are lowered than keeping a standby
full D6.

-Insuring high bandwidth availability

If using D6 over LAN, insure there is no bottleneck in network and bandwidth is constant and
sufficient for operation you want to achieve. Insufficient bandwidth will results in time outs and
sometimes packet loss. Operations such as updates, 2-way voice to IP or Memory card transfer
require larger bandwidth.

If your D6 appears stalled notwithstanding software and hardware watchdogs, it may be
necessary to reset D6 as a remedy. Prior to reset D6, insure the unit is not only at idle waiting
for incoming alarm events. To do so, verify all following:

-time is not incrementing

-no visible results is produced when pressing buttons on the front keypad

-it is impossible to connect to D6 over IP

-no incoming event is answered i.e. by calling one of the phone lines, insure you get a busy
signal.

If all 4 conditions are met, reset the unit using the main reset button. Unit will reboot after no
more than 3-4 minutes.

If not all 4 conditions are met, you may still reset D6 but could also call MCDI to troubleshoot if
alarm events are still answered and transmitted. Sometimes LCD or keypad may fail due to
static discharge while rest of the unit is still running smoothly.

See section 3. Line cards for all reset button location

D6 is designed to work without a fan. In MCDI testing, internal temperature of D6 rarely goes
more than 2° Celsius above room temperature. MCDI achieves those measurements with D6
units well ventilated at room temperature ranging from 18° to 34° Celsius. Keeping all opening
clear will help natural convection.

Insure no heat source under or over D6 can radiate into D6. This is especially true in a rack
frame, especially a closed one. If using D6 in a close space, you should look into providing
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ventilation to this close space and verify the internal temperature of D6 regularly. Refer to
section on lithium-ion battery, to learn about restriction on battery charge when higher
temperature is experienced.

Beware of exposure to sunlight. Internal temperature of D6 can rise sharply above 40°Celsius if
exposed to sunlight.

D6 can continue to function to some extent under higher temperature. Be aware that keeping a
higher temperature over a short period of time can reduce the life span of your Decrypta 6 unit.
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Decrypta 6 audio expansion board:
2 way voice to IP

2-way voice to IP 81]128

7.2 way voice to IP (2009)
7.2.1 Decrypta 5
7.2.2 Decrypta 6 audio expansion board

Some units are shipped as D5. They do not contain the audio expansion board nor the audio
programming needed for 2-way voice to IP. Those D5 can be upgraded to D6 by purchasing the 2
way voice to IP module available mid 2009. Inquire to MCDI or your local reseller.

All other features are similar between D5 and D6. This user guide is equally valid for D5 or D6
except for the audio functions which are not available in D5..

D5 models are shipped with a D5 label on the front keypad. The back membrane also specifies if
the audio expansion module is installed. Serial number differs between D5 and Dé.

D5 offers some 2 way voice and listen-in features limited to line card operation. Refer to line
card section 4 for more details.

Starting Q4 2009, all D6 will be delivered with an audio expansion board. Purpose of this board is
to make an Analog to Digital an Digital to Analog conversion of audio signals from line cards.
This bi-directional communication will allow 2 way voice signals to be router over Ethernet to
the Central operator’s PC and headset. Hardware design is completed as of 2009.01.20 but
programming remains to be completed and tested. Customers who purchased D6 will receive a
retrofit kit and programming update.
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The Sendmail option is planned for Q3 2009. Sendmail will be added to D6 in order to enable
sending error messages by email or sms (via email gateway).

If you are interested by this option, inquire to MCDI sales staff to add it to your D6. An update
and reboot will be needed with a downtime of 10-12 minutes. This update can be programmed so
MCDI Support makes it by connecting directly to your D6 over IP.

Alive Internet connection will be required to use the sendmail option. Sendmail option will not
work properly if Internet connection is down or unstable.
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GSM/GPRS back-up interface This option is planned for late 2009. Inquire to MCDI sales staff in order to add this option to
your D6.

Purpose of this option is to send error messages over SMS or Emails via GPRS. Error messages
and uptime information will be sent over this port.

Working GSM subscription will be needed along with a SIM card.

MCDI will test this solution in 2009 in order to use GPRS IP as an alternate IP port. No
conclusion is yet available.
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10. Connection to Automation Software

10.1 Connecting to SECURITHOR
10.1.1 Over serial port
10.1.2 over USB port
10.1.3 over IP

10.2 Connecting to SAMM or WinSAMM

10.3 Connecting to third part software

10.4 TCPtoCOM

10.5 Viewing alarm events
10.5.1 Alarm event — first page
10.5.2 Alarm event — second page
10.5.3 Logs viewer - print
10.5.4 Printing incoming events
10.5.5 Printing a specific time period

Connecting to SECURITHOR IP output uses a MCDI proprietary format to encapsulate data. An event number and checksum
is added to the string of characters. This format and tools are integrated in MCDI’s SECURITHOR
but also available for external use with Third Part Automation software.

For Serial and USB ports, automation software should be set as Sur-Gard format in order to
receive string emulated by D6.

The MCDI IP format is integrated in SECURITHOR (using STreceiver communication component).
In STreceiver — SECURITHOR communication component- create:

‘New TCP’, enter port number corresponding to the one defined in D6 and select D6/Extrium
preset. This format is non-encrypted contains an event number and checksum. If using D6 over
the internet, MCDI strongly suggests to create a VPN tunnel between D6 router and CMS router.

Over serial port, open STreceiver or bring it on screen. Select corresponding COM and use
preset Sur-Gard MLR2. Set speed in bauds to the corresponding speed defined in D6. Given the
relatively low traffic needed by alarm strings, 9600 bauds is enough to handle a 6 events per
second traffic but you can adjust the speed up to 115200 bauds. Set parity to 8 bit 1 stop bit.

Over USB 2.0 port, first enable USB port in D6 Configuration.

@ Navigate to: Configuration button>QOutput >Ports Selection and enable USB using the Center

Za button.

&
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Connecting to SAMM or WinSAMM

Connecting to Third Part software
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In STreceiver, use corresponding COM and use preset Sur-Gard MLR2. Set speed in bauds to
115200 bauds. Set parity to 8 bit 1 stop bit.

SAMM working strictly under dos cannot communicate with D6 over IP or USB. Serial
communication must be used. Knowing your serial port, configure SAMM same as Sur-Gard
MLR2. Speed in D6 must be set to 1200bauds, parity to 8 bits, 1 stop bit.

WinSAMM
Serial connection: Using WSreceiver and knowing your serial port, select it and configure D6 as
a Sur-Gard MLR2 receiver using same baud rates as set in D6, parity to 8 bits, 1 stop bit.

IP communication: using TCPtoCOM.exe application, establish a virtual serial port. In
WSreceiver, identify this serial port and choose Sur-Gard MLR2 emulation. TCPto COM will
automatically adapt to WSreceiver speed settings. Refer to discussion on TCPtoCOM lower in
the present chapter.

Third part Central station software

Using software other than SECURITHOR, install TCP2COM.exe provided on D6 CD. This
component is derived from STreceiver and allows communication between D6 and Central
station software by using a virtual serial port. TCP2COM handles communication with D6 and
will render Sur-Gard emulation to the Central station software. Refer to discussion on TCPtoCOM
lower in the present chapter.

Consult with your software vendor or read your user guide to learn how to open a serial port for
TCP2COM feed to virtual serial port.

Handling connection to Third part software over SERIAL port is typically made the same way
you would connect a traditional receiver using Sur-Gard emulation. Insure your communication
speed is the same at both ends i.e. your automation software will accept the communication
speed, parity and stop bit definition you selected in D6.
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This tool will allow you to receive alarm signal from the D6 over TCP/IP and route them to
WINSAMM through a serial communication port.

' Unlock

© MCDI TCP to COM Adapter 1.0.3271 (=123

(Virtual COM10)

- Port Created.

When the application runs and you are on the main menu, the application displays what serial
com port to use with WSRECEIVER/WINCOMM and you need to unlock the settings to configure

the tool.
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@ MCDI TCP to COM Adapter 1.0.3271
& Unlock

(Virtpal COM10) - Port Created.

Unlock Settings

Password | eeessessl

Unlock Settings Cancel

The password is: TCPTOCOM
@ MCDI TCP to COM Adapter 1.0.3271 Eu@l

i Lok (Virtual COMi0) - Port Created.
B Password

& New TCP/IP |

@ TCP CONNECTION -

TCP Connection Corfiguration
P —
P o
Port

[ openPot ][ CosePot ][ Cancel |

After the settings are unlocked you need to configure the TCP settings for incoming events from
the Dé6. Alias: any name you want to give the connection to easily identify it within the tool Port:
the port the D6 will be connected to for example - 3030 Password: the password set on the D6
for TCP communications typically - 85jkmgjbdy12345

DECRYPTA 6 V0.9 User guide 2009.02.12



Connecting to Automation Software 89128

When the configuration is done, click "Open Port"

© MCDI TCP to COM Adapter 1.0.3271 CEX
&' Lock
B\ Password

& New TCP/IP

Bl Extrium

The application will only start receiving from the D6 when a connection has been made between
WSRECEIVER/WINCOMM and TCPtoCOM over the com port.
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Alarm event - first page

Viewing alarm events 90128

It’s easy to view incoming events on LCD display but sometimes the flow of events will dictate
that you do so from the event viewer.

If the option ‘Keep last event on screen’ is selected, D6 will always display the last incoming
event on screen. When the flow of event is high, it may be more practical to view events from
the events viewer of the logs menus.

To access the event viewer navigate to Event viewer button and use the up and down arrows to
go up or down the events list.

When inactive for more than 10 seconds, the event viewer will disappear and D6 will return to
main idle screen. Pressing once again on event viewer button will bring you back to last event
consulted. This is behaviour is available only when the Display Time and Date feature is used. If
the option ‘Keep last event on screen’ is selected, last even will always be displayed when
returning to the event viewer. The same, if a new event is received, the event viewer will
change display to the last incoming event. Given high traffic D6 can handle, it may be easier to
view events from the logs or switching the display option

Incoming alarm events are displayed using their respective raw alarm format

Time - Date: Time and date of D6. D6 uses international notation DD:MM:YYYY

Rec#: receiver number as defined in configuration parameters

Account: typically 4 digits, sometimes 6. Account 0000 usually refers to internal error events.
Event: raw format event listing (account number removed in most cases)

CID: Caller ID —Bellcore type 2

Line: Assigned line number to physical line. See 2.Configuration and 3.Parameters for more
details.
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